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Design
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PROJECT SCOPE

How to increase the number of women in the cybersecurity workforce;

TASK how to increase the number of women at the C-suite level and as
conference presenters
Create a structured industry survey that focuses on women in cybersecurity &
PROJECT SCOPE

other DEl communities to address the lack of representation in the field

With the 50-100 survey results, the team intends to inspire action & change
in the cybersecurity space for women and other minority groups
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RECOMMENDATION

Provide a sense of inclusion through recruitment reporting
strategies & highlighting achievements for all positions
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RECOMMENDATION

Increase C-suite DEI positions and take conscious initiatives
such as creating ‘Notice Boards’ (change perspectives to gain essential
information) and making space for all employees to include positive elements
about their lived experiences and highlight diversity as a strategic advantage
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RECOMMENDATION

The industry can invest in more internship opportunities at
the entry-level and partner with femtech clubs in universities to work the
talent pipeline from the bottom-up to incentivize and increase representation
with skill; there may also be an increase in the mentorship programs and a
rigorous promotion of non-technical roles in the security field to reduce the
feeling of ‘lack of qualifications;’ keep talks and conferences
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POTENTIAL HEADLINES

Most women in security feel like they don’t have a path to an executive position

e Only said they can see themselves progressing vertically
° hope to be an executive in cybersecurity
° will not be in cybersecurity

Diverse individuals make up a range of % of the C-suite in cybersecurity
° said there are 4+ female executives at their organization
[ said there are 0 underrepresented minority executives

5.26% of respondents had less than 10% women on their cybersecurity team

° said the ratio of females is <50%
° said the ratio of females is 50%+
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TEAM APPROACH

PHASE 1 PHASE 2 PHASE 3
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SURVEY DESIGN & DISTRIBUTION

Questions
Responses

Survey is still active
Medium of Data Collection & Analysis

Introduction Project Scope Recommendation

Distribution Channels Acquired:

Synack Outreach Contact List
LinkedIn

Haas MBA

Berkeley ISO

Gmail

Cal Alumni

Berkeleyias=

cybersecurity@berkeley
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Work in Cybersecurity Field

29.3%

Introduction

ANALYZING DATA

DEMOGRAPHICS

Male
Female
® Non-Binary
® [ choose not

to disclose
67.6%
Gender Identity
Project Scope Recommendation

13+ years in Cybersecurity

Team Approach

CISO/C-suite Veterans

Findings

® White
@ Hispanic/Latinx
@ Black/African American

® Native
American/American
Indian

Asian/Pacific Islander
Other
@ I choose not to disclose

Multiracial

Racial or Ethnic Heritage

Next Steps



ANALYZING DATA

KEY INSIGHTS & TRENDS
POSITIVES DELTAS
. apply for cybersecurity jobs when the
- forke/ : yJ : Y J say they do not feel there is sufficient
don’t meet the full set of qualifications _ _ _
representation of women in cybersecurity,

J feel there is sufficient representation of but the industry is moving in the right

women at their current job level reyaiters
. say there are women-centered ERGs or

J say they do not have a mentor or

initiatives in their organization
sponsor at their firm or within cybersecurity

o say there are URM ERGs at their company
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COMMON SENTIMENTS

feel they belong within cybersecurity
feel they have a seat at the table

will stay 10+ years in cybersecurity
don’t believe there is a glass ceiling

believe conference representation is getting better
but still needs a lot of work

) individuals in cybersecurity come from

e Those at tend to have less
opportunity to advance
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Synack

URVEY IN A SNAPSHOT

Questions Regarding Women & Minorities Vertical Visibility & Progression
First Cybersecurity Diversity Survey Summary
What is your best ofthe ratio of atyour current Doyoufeel likeyouhave aseat at the table within your
employer (number of females/company size) ? organization?
282 RESPONSES 37 QUESTIONS i
ROl - Yes, my ideas are welcomed
gah b or lese - No, people just want to hear their own voices
said 50% or more
DEMOGRAPHICS OF RESPONSES y
i
13 Muit-Racial What is your best estimate of females in Wheny PRV e your
P
oo ECEROE T C-Suite/Executive positions? company itls Decause.:.
‘ el - lalways feel 1 during atmy
1042years Asianpacitic - - Ihave nothing to say
% L0 PP - I'm not confident in my response
o 16% - Other
A > e & ':;:'“ Idon‘t think it’s worth my time because they won't listen
pro™ 709% - 'mtrying to make the smartest comment and run out of time
- I'mstruggling to understand
1 females
17%
B Do you see yourself progressing vertically at your
Contractor Non-Binary. 20% currentemployer?
\ssociate 41% 1%
A 114 y Yes, because | create my own opportunities to advance
cisorcsuite Female - No, Other
a27% 3% . e " 2
What 'fyou’beSt fthe of Underrep. Yes, because I'm given equal opportunities as everyone else within the
Minorities (URMs)—African Americans, American industry
Director
Indians/Alaska Natives, and Latinx Minorities—in C- - No,allofourleaderslook the same
o Suite/Executive positions atyour current employer? - No, I'm not comfortable advocating for myself and don’t have anyone to
68.7% advocate for me
Hinbaer said 0 said 2 said 4+ said 1 said 3 - Yes, because | have advocates within the industry
28.6% - No, Idon’t think I'm qualified
. . .
Introduction Project Scope Recommendation

Team Approach Findings Next Steps




QUOTES

“Women do not go into the military as large a group as men, so Women come into IT and
expect that the group should be all inclusive but generally it is the same for men, as a newbie, you need to be tough,
thick-skinned and willing to step up to help out. but if you are a strong, you will be accepted and

wanted by the group. -
-1SC2/ISSA Member

“In my school and college, | have seen I am not sure why there’s a gender
inequality in male to the female workforce when it comes to STEM jobs. No one is saying that we don’t hire women, and
we shouldn’t be focusing on just training women because there is some inequality in the gender workforce”

“Unfortunately, there are | also teach at a major university, and even
my classes are disproportionate. However, the women | have had the opportunity to teach, mentor or work with, typically
do better in the field of cybersecurity.

»n
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FURTHER DATA

Summary of Qualtrics Survey Findings
e 90-page Default Report condensed to 17 pages
e Includes all raw data, free response aggregates
e Key findings for each question are highlighted
e All 37 questions, 282 responses are reflected

Click the image to the left to access Summary PDF
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https://drive.google.com/file/d/1i0BExNiw_RipqvaWMC6Nm4YJQqb-3LjH/view?usp=sharing

TEAM TAKEAWAYS

1. Adeeper understanding of and structural
logistics such as work plan creation, scoping, and market research

2. Adetailed understanding of the

3. An amazing opportunity to in the cybersecurity
industry and receive their viewpoints on DEI

4. such as task distribution, opportunity metrics, and internal team
management in physical as well as remote settings

5. Anoverall knowledge of the and the various technical and
non-technical roles available in cybersecurity today
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EFL LEARNINGS

1. The importance of in the various industries
we are a part of so that we can promote diversity and inclusion efforts

2. Inthe companies we work in, we will make sure to and prevent
biases from impacting any hiring/promotion decisions we make

3.  We will make sure to we find to the rest
of our network because they might not be aware of them

4. As we progress in our personal career journeys, we will seek opportunities to
and related fields to young and/or underrepresented groups to empower them
forward

5. We will continue to , action items, and progress in the realm
of EFL moving forward
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NEXT STEPS FOR SYNACK

Synack will put together

BUILD MARKET
REPORT HEADLINES

with key
findings and metrics from our survey data
highlighting trends and insights

This industry report will be made

in the realm of
INDUSTRY

DEI in cybersecurity for years to come
CHANGE y Yoty
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Thank you Monica & Synack
for this incredible opportunity to move
the needle on DEI in cybersecurity!

We welcome any questions, comments, or feedback at this time



